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Abstract. Recently, business protocol discovery has taken more attention in the field of web services. This activity permits a better description
of the web service by giving information about its dynamics. The latter is not supported by theWSDL language which concerns only the static
part. The problem is that the only information available to construct the dynamic part is the set of log files saving the runtime interaction of the
web service with its clients. In this paper, a new approach based on the Discrete Wavelet Transformation (DWT) is proposed to discover the
business protocol of web services. The DWT allows reducing the problem space while preserving essential information. It also overcomes the

problem of noise in the log files. The proposed approach has been validated using artificially-generated log files.
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1. Introduction

Web services are considered as the best way to ensure interop-
erability between applications on the internet. A web service
exchanges with its partners a set of messages respecting a stan-
dard protocol for fulfilling its goals. This allows applications
to communicate easily without generating additional cost for
companies. So, companies knowing the added value of web ser-
vices have adopted this paradigm to achieve their goals and stay
competitive in the open market. Consequently, a web service
can be the result of a legacy application migration or a novel
program developed as a web service. A developer is not nec-
essarily obliged to give all the specification and documentation
to describe the real behaviour of a web service. In general, the
focus is on what a web service can do correctly. Other details,
such as the order of exchanged messages, are omitted.

A web service is described using the WSDL language. This
description concerns only the static part, i.e. the messages that
could be exchanged during all possible conversations. Program-
mers have not to provide the order according to which these
messages are exchanged. This order represents the actual be-
haviour of the web service that represents its dynamic part. The
behaviour could be observed from the recorded log files that
include the history of the service execution. So, log files are
likely to be the appropriate source from which the dynamic part
of the web service could be described. In fact, log files have
been used in several fields and applications such as workflow
mining [1], healthcare systems [2], network analysis [3], etc.
They have emerged as a very useful means to record the events
produced during the system runtime.
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A logical way of discovering the business protocol (BP) of
a web service is to build a graph which represents its dynamic
part. This dynamic part is generally useful for enhancing the
description of the web service. Besides, it permits reusing the
web service, adding some constraints and allowing the develop-
ment of adapted client applications. The result of the discovery
process could be exploited by a human expert or used by a soft-
ware for web services comparison or for composition aims. The
presence or absence of a conversation ID (CID) in the log file
would decide the best way to build the corresponding graph. If
the CID is present, the problem would be simple to deal with.
However, log files of real-world applications do not generally
contain such an identifier, the developer is not obliged to pro-
vide an unneeded piece of information. The real problem, thus,
rises in the case of absence of the CID from the log file. In this
situation, the problem of BP discovering could be dealt with on
the basis of strength of correlation between adjacent messages.
It is a fact that noise and the absence of CID make it practically
impossible to use a simple trivial algorithm to discover the BP
from a given log file. Fortunately, adjacent messages are likely to
occur in the same area of the log file. In this context, the present
work proposes a new approach based on the use of discrete
wavelets for discovering business protocols from the log-files
containing the traces of their execution. Because of the lack of
real-applications log files [4], the implemented approach has
been tested on a set of graphs describing the behaviour of some
business protocols. The graphs were used to generate different
log files with different noise rates. The considered business pro-
tocols model the interaction between the web service and the
clients. The obtained results have been compared to those of the
recently developed LSA-based algorithm [5].

The rest of the paper is organised as follows. After this intro-
duction, some basic concepts are given in Section 2. In Section 3,
some related works are presented and commented. The proposed
approach is described in detail in Section 4. Section 5 is devoted
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to the validation of the proposed approach. Finally, a conclusion
and some perspectives are given in Section 6.

2. Basic concepts

The first part of this section presents the basic concepts related
to business protocol discovery. The second part concerns the
discrete wavelet transform (DWT) which is at the centre of our
approach.

2.1. Business protocols — definitions: The definitions pre-

sented in this section are mainly taken from [6]:
o Log file: A log file is a set of entries. Each entry represents

an event. This event is produced when the web service ex-
changes (sends/receives) a message with its partners. In fact,
a log file keeps the runtime trace of a given application.

e Event: An event could be modelled as a set of attributes.
The main attributes are the time stamp, sender identifier,
receiver identifier, and message type. Some works suppose
the existence of the conversation identifier.

o Message: The message is the interaction unit between the
partners to fulfil a goal. Each message has a type. There are
two important message types: initial and final.

o Couple of messages: This concept appeared the first time
in [7]. The authors, there, used it to establish a connection
between messages in the same set. It was used to deter-
mine the communication direction. The couple of messages
represents the link between a message and its successor.

o Conversation: A conversation is a set of messages ex-
changed respecting a given order. This order goes from the
initial state to a final state. Partial conversations are not taken
into account.

e Business protocol: A business protocol (BP) is the speci-
fication of all possible conversations supported by the web
service during its runtime to achieve a goal. It describes the
dynamic part of a web service.

2.2. Business protocol formal definition. A business protocol
is defined by the tuple: P = (S, Sy, F,Msg,R) where:

e Sis a finite set of states.

e Sy is the initial state.

e ['Cc §is a set of final states. If F' = &, P is considered as an
empty protocol.

e Msg is afinite set of messages. For each message m € Msg, a

polarity function is defined. It has a positive value (+) if the
message is coming in and a negative value (—) otherwise.
The (+) or the (—) shows the orientation of the edge.
In our context, this function is replaced by the notion of
‘couple of messages’ extracted from the sub log. In order to
keep the polarity notion without using any function, a set of
couple of messages is constructed according to a rule. This
rule takes into account the message and its successor in the
log files.

e RcSxMsgxS is a finite set of transitions. Each transition
(s,m,s") is composed of a state source s and another target
state 5. The transition from one state to another consumes
an incoming or outgoing message.
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2.3. Wavelets: Wavelets have been used in many domains such
as statistics [8—10], time series analysis [11-13], biological data
analysis [14, 15], signal processing [16—18], image processing
[19-23], speech recognition [24] and databases [25]. Recently,
a new orientation that adopts the wavelets in the field of data
mining [26,27] has emerged. In our context, we are interested
in the aspect of using the wavelets as a mechanism to reduce
the problem’s dimension. In other words, the goal of dimension
reduction is to express the original dataset using some smaller
set of data with or without information loss [26].

The authors in [26] gave an overview about using the wavelets
to extract information from a dataset. In addition, they explained
the essential properties of wavelets such as: compact support,
the vanishing moments and dilating relations. Compact support
guarantees the localisation of wavelets (processing region of
data with wavelets does not affect the data out of this region).
The vanishing moment permits to distinguish the essential in-
formation form non-essential information. The dilating relation
makes the wavelet algorithm work faster. In [28], a classifi-
cation of approaches using wavelets as a method for reducing
the problem’s dimension has been presented. Those approaches
were based on a wavelet decomposition tree [29] and multi-
resolution signal decomposition [16]. In general, they divide
recursively the dataset into two subsets each time. Fig. 1 il-
lustrates the process. The most important coefficients used are
the approximation coefficient A and the details coefficient D
(see [27] for more details).

Original Data

Level .
Transformation

Level 2
Transformatiom

A=Approximation coefficient

Level] AP~ - __
evel 1 D1 D=Detail coefficient

Transformatioﬁ\1

Fig. 1. Wavelets decomposition tree, adapted from [28] and [29]

3. Related work

Recently, business protocol discovery has attracted the attention
of many researchers. The works in this field can be categorised
into two families. The first family assumes the presence of a
conversation identifier (CID) as an attribute in the events of the
log files, which allows gathering messages belonging to the same
conversation. So, it makes the process of discovering business
protocols easy. The second family, in contrary, does not take into
account this supposition, and the process of gathering messages
belonging to the same conversation becomes more difficult. The
question is ‘how to act in order to recognise a conversation
from the others?’ Statistical techniques are generally used to
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W\-\'\‘\’.CZ}.{SU].)ihl'l'li{.llilll.pl P
=

N www.journals.pan.pl

A wavelet-based approach for business protocol discovery of web services from log files

Table 1
Summary of some related works

Authors Approach

Critics

Benattalah et al. 2004 [6]

Find among all event attributes those that can play a
conversation identifier role (messages correlation)

The complexity increases with the number of at-
tributes in the event

Devaurs et al. [30]
of each conversation

Using the notion of ‘episode’ to determine the limit

Detects the temporal transition, but the problem is
how to estimate the episode’s beginning and end

Serrour et al. 2008 [31] Using graph theory to detect the BP

The problem of noise is not treated

Musaraj et al. 2010 [32]

Linear regression is adopted as method to extract BP

The noise problem is not solved, and critical cases
are not treated

Moudjari et al. 2014 [5]

Latent semantic analysis is used to reduce the di-
mension of the problem and identify conversations

The noise problem is treated but the self-loop prob-
lem is not solved

Moudjari et al. 2015 [7]

find the arcs representing the BP

Use an adapted TF-IDF (Term Frequency — Inverse
Document Frequency) measure as mechanism to

Both noise and self-loop problems are treated but
time consumption remains high

separate such conversations.Our approach permits to discover
the business protocol without any prior information about the
web service being discovered. It belongs, then, to the second
family, i.e. without the CID. Table 1 gives a description of some
works that do not consider CID presence.

4. The proposed approach

In this section, we first give the motivation behind our choices.
Afterwards, a general description of the proposed approach is
presented. Then are given the details about the different steps:
partitioning the log file into sub-logs, constructing the occur-
rence matrix, applying the wavelet transform on the occurrence
matrix, computing the correlation matrix, and constructing the
discovered BP graph. This process is illustrated in the chart of

Fig. 2.
b) Occurrence ¢) Haar - Discret
matrix construction Wavelets
Transform
f) Constructing e) Constructing
the whole graph sub-graphs

Fig. 2. The proposed approach process

a) Log file
partitioning

d) Computing
correlation matrix

4.1. Motivation. The motivation behind using couples of mes-
sages instead of single messages is to find the order of messages.
In [5], the authors used single messages as correlation units, and
to establish links between the messages belonging to the same
conversation, they have defined two structures called micro- and
macro-successors. The first structure is used to connect the mes-
sages in the same set, and the second serves to establish links
between different sets. The main drawback of that approach is:
its incapacity to detect self-loops in the graph and its relatively
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high complexity. The notion of couples of messages is then in-
troduced to deal with the self-loop problem. The Wavelets are
used, in the present work to reduce the dimension of the prob-
lem without losing the essential information and to overcome
the noise problem in the log files.

4.2. The steps of the proposed algorithm. To illustrate the
details of each step, the graph of Fig. 3 representing the dynamic
part of a web service is used as an example. The nodes represent
messages and the arcs are for the order according to which the
messages are exchanged. A set of log files is generated using the
up-cited graph with noise introduced. The branches are selected
randomly.

Fig. 3. A graph representing the dynamic part of a web service

4.2.1. Partitioning the log files. In this step, the log files
are partitioned into sub-logs according to the attribute sen-
der/receiver. The objective is to obtain a set of sub-logs used
as input to the second step. Fig. 4 represents a log file contain-
ing a set of attributes, on top: the client address, production
time of the message, name of invocation method, type of the
received or sent message and the protocol used for data trans-
fer, respectively. On the bottom of this figure, the sub log is
obtained according to the client address attribute. For example,
the first line in the log file of the figure gives an idea about
the event in a log file (@1p, Timestamps, Invocation_method,
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Type_of_message, Transfer_protocol). The most important
attributes according to the related works are: the client address,
timestamps, sender/receiver and type of message. The work in
this paper focuses on finding the correlation between messages
belonging to the same conversation, and getting from all the
found conversations the business protocol being discovered.

[2016-12-06:15-27-25] "GET qO HTTP/1.
[2016-12-06:15-54-01] "GET q0 HTTP/1.
[2016-12-06:16-13-47] "GET q8 HTTP/1.
[2016-12-06:16-43-41] "GET q0 HTTP/1.
[2016-12-06:17-13-02] "GET q0 HTTP/1.
[2016-12-06:17-41-45] "GET qO HTTP/1.
[2016-12-06:17-56-26] "GET qO HTTP/1.
[2016-12-06:18-15-44] "GET qO HTTP/1.
[2016-12-06:18-24-25] "GET q0 HTTP/1.
[2016-12-06:18-49-48] "GET q0 HTTP/1.
[2016-12-06:19-14-04] "GET q7 HTTP/1.
[2016-12-06:19-44-16] "GET q0 HTTP/1.
[2016-12-06:20-02-40] "GET q0 HTTP/1.
[2016-12-06:20-19-37] "GET qO HTTP/1.
[2016-12-06:20-36-27] "GET q0 HTTP/1.
[2016-12-06:20-36-29] "GET ql HTTP/1.
[2016-12-06:20-45-21] "GET qO HTTP/1.
[2016-12-06:20-50-09] "GET qO HTTP/1.
[2016-12-06:21-01-06] "GET qO HTTP/1.
[2016-12-06:21-03-36] "GET qO HTTP/1.
[2016-12-06:21-34-05] "GET q2 HTTP/L.
[2016-12-06:22-04-17] "GET qO HTTP/1.
[2016-12-06:22-33-29] "GET q3 HTTP/1.
[2016-12-06:22-38-28] "GET q0 HTTP/1.

RPHREREHERRERRREREERREER R R RS

169.202.247.247 [2016-12-06:15-27-25]
169.202.247.247 [2016-12-06:16-13-47]

"GET q0 HTTP/1.1"
"GET g8 HTTP/1.1"

[2016-12-06:15-54-01]
[2016-12-06:20-36-29]

"GET q0 HTTP/1.1"
"GET q1 HTTP/1.1"

147.152.192.158 [2016-12-06:16-43-41]
147.152.192.158 [2016-12-06:19-14-04]
[2016-12-06:21-34-05]

"GET q0 HTTP/1.1"
"GET g7 HTTP/1.1"
"GET q2 HTTP/1.1"

Fig. 4. A portion of a log file and its partitioning into sub-logs

4.2.2. Construction of the occurrence matrix. In this step, the
occurrence matrix is built. It has as columns couples of mes-
sages and as lines clients. Both clients and couples of messages
are extracted from the sub-logs. A couple represents a message
and its successor in the sub-log. After establishing both lists of
couples of messages and clients, the occurrence matrix is filled.
A cell in this matrix represents the number of occurrences of a
particular couple in a specific sub-log. To construct the couples-
of-messages list, each sub-log is sorted according to the ‘times-
tamp’ attribute. A web service can lead parallel conversations
with many clients at the same time. For this reason, we parti-
tion the log files into sub-logs. Each sub-log allows to separate
messages ingoing or outgoing from a particular client during its
interaction with a web service. Generally, the messages in the
sub-log are ordered. The order could be altered in some cases,
for example when the web service is strongly solicited or when
the network is overloaded. In such cases, the messages could be
missed or saved in the wrong order. Table 2 presents this matrix
showing couples of messages as columns and client addresses
as lines.
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As shown in Fig. 4, the couples are constructed only using
the sub-logs obtained in the previous step. In fact, we have con-
structed a list of couples that describe the real order of exchang-
ing messages. We have also considered the couples relating
multiple client access to the web service. Those couples have
as elements the final state and initial state, (¢gs,qo) in the graph.
In addition, the couples caused by noise are taken into account,
for example the couple (g1,¢s). Those couples caused by noise
are extracted from the sub-log. This type of couples exists in
the sub-log but is absent in the graph (no direct edges between
messages).

4.2.3. Application of the wavelet reduction method.The
occurrence matrix is transformed using the DWT (Discrete
wavelets transform). DWT allows reducing the dimension of
the occurrence matrix and eliminating noise from log files. This
process is repeated until reaching a given level of details.

To get such a dimension reduction, we have proceeded in a
way close to that used in [28]. At each level, a matrix of nbl/2
lines is computed from the nbl lines matrix. The values of the
odd and even lines are combined to get a line in the new matrix.
If the number of lines is odd, a new line with all values set to 0
is added. Table 3 gives the result we obtain from applying this
operation on the occurrence matrix given in Table 2.

The Haar decomposition halves the size of data at each trans-
formation level. The calculation is computationally inexpen-
sive [28]. We have adopted a different labelling system that
considers the matrix size instead of the decomposition stage.
The level label is related to the number of lines in the matrix;
for Level N, the matrix contains 2V lines. For example, in Ta-
ble 3, the level is 2 and the number of elements assigned to
each vector is 4 = 2. The combination of two successive lines
may give two kinds of coefficients: approximation coefficients
(Cappy;) and difference coefficients (Cy;fy,). These coefficients
are calculated according to Eqs. (1).

XitXiy1 Xi = Xi+1
Cappx; =

V2 V2
In our case, and in order to keep only the useful information,
we have chosen the approximation coefficients. The difference
coefficients represent the details that are not too significant in
defining the business protocol. For example, Table 2 contains 8
lines, we add the value of each element of the first line to the

corresponding value in the second line. The obtained value is
divided by /2. We proceed with the same way for all lines.

Caif, = ey

4.2.4. Correlation matrix. Since we do not have conversation
identifiers (CID), we should find a way to gather messages be-
longing to the same conversation. We have chosen the Pearson
measure which is one of the most used correlation measures. The
reduced matrix obtained in the previous step is used to compute
the degree of correlation between messages. A threshold is used
to gather correlated messages in common sets. In fact, when
a web service interacts with its partners, it exchanges a set of
messages according to a predefined order. So, messages in the
same branch will occur in almost the same order in many parts
of the log files, and with almost the same frequency.

Bull. Pol. Ac.: Tech. 67(3) 2019
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Table 2
Occurrence matrix (clients/ couples)

(90,92) (92:96) (46,97) (q7.98) (4s.90) (gs,91) (q1.93) (q3,95) (g5.91) (45,94) (qa.97) (90,q1) (q1.95)
100.125.160.176 5 5 5 10 8 1 11 11 6 5 5 4 0
147.129.145.152 6 6 6 10 9 0 6 6 2 4 4 4 0
189.192.245.101 5 5 5 10 9 0 7 7 3 5 5 5 1
104.135.123.239 4 4 4 10 9 0 14 14 8 6 6 6 0
186.161.130.162 8 8 8 10 9 0 2 2 0 2 2 2 0
148.241.114.194 5 5 5 10 9 0 11 11 6 5 5 5 0
158.221.180.231 7 7 7 10 9 0 3 3 0 3 3 3 0
153.204.225.139 2 2 2 10 9 0 15 15 7 8 8 8 0

Table 3
Wavelets transformation of occurrence matrix
(90,92)  (92:96) (96:97) (q7.98) (4s.90) (gs:q1) (q1.93) (g3,95) (g5.91) (45.94) (qa:q7) (qo0,q1) (41,95)
7.778 7.778 7.778 14.142 12.020 0.707 12.020 12.020 5.656 6.363 6.363 5.656 0.0
6.363 6.363 6.363 14.142 12.727 0.0 14.849 14.849 7.778 7.778 7.778 7.778 0.707
9.192 9.192 9.192 14.142 12.727 0.0 9.192 9.192 4.242 4.949 4.949 4.949 0.0
6.363 6.363 6.363 14.142 12.727 0.0 12.727 12.727 4.949 7.778 7.778 7.778 0.0
Table 4
The correlation matrix

(90,92) (42:96) (46,97) (g7.98) (gs.90) (gs.q1) (q1.93) (g3,95) (g5.91) (g5.94) (q4.97) (q0.91) (41,95)
(90,92) 1.0 1.0 1.0 0.280 0.056 0.867 0.208 0.208 0.997 1.0 1.0 0.997 0.867
(92,96) 1.0 1.0 1.0 0.280 0.056 0.867 0.208 0.208 0.997 1.0 1.0 0.997 0.867
(96,97) 1.0 1.0 1.0 0.280 0.056 0.867 0.208 0.208 0.997 1.0 1.0 0.997 0.867
(97,98) | 0.280 0.280 0.280 1.0 0.972 0.319 0.996 0.996 0.224 0.280 0.280 0.224 0.319
(g8,90) | 0.056 0.056 0.056 0.972 1.0 0.471 0.987 0.987 0.009 0.056 0.056 0.009 0.471
(g8,91) | 0.867 0.867 0.867 0.319 0.471 1.0 0.379 0.379 0.884 0.867 0.867 0.884 1.0
(91,93) | 0.208 0.208 0.208 0.996 0.987 0.379 1.0 1.0 0.147 0.208 0.208 0.147 0.379
(g3,95) | 0.208 0.208 0.208 0.996 0.987 0.379 1.0 1.0 0.147 0.208 0.208 0.147 0.379
(gs,91) | 0.997 0.997 0.997 0.224 0.009 0.884 0.147 0.147 1.0 0.997 0.997 1.0 0.884
(95,94) 1.0 1.0 1.0 0.280 0.056 0.867 0.208 0.208 0.997 1.0 1.0 0.997 0.867
(94,97) 1.0 1.0 1.0 0.280 0.056 0.867 0.208 0.208 0.997 1.0 1.0 0.997 0.867
(q0,q1) | 0.997 0.997 0.997 0.224 0.009 0.884 0.147 0.147 1.0 0.997 0.997 1.0 0.884
(q1,95) | 0.867 0.867 0.867 0.319 0.471 1.0 0.379 0.379 0.884 0.867 0.867 0.884 1.0

Table 4 represents a symmetric matrix which describes the
correlation between all couples of messages. For example, the
couple (go,q2) has a value equal to 1 with the couples that
follow: (¢2,g¢) and (ge,q7). That means these couples are cor-
related. This is true according to the graph of Fig. 3.

4.2.5. Construction of the graph. Inthis step, the whole graph
representing the dynamic part of the web service is constructed.
Our approach starts from a local vision represented by the links
between the messages inside each set obtained in the previous
step. For constructing the global vision, the sets are connected
by couples of messages belonging to different sets. To do so, a
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temporary graph is first constructed. This graph may contain arcs
incorrectly added during the discovery process. For example,
arcs relating final states to the initial state will be still there.
The final graph is constructed through a procedure that starts
by detecting the initial state, then the final states. Afterwards,
unnecessary arcs are deleted.

Detecting the initial state. Algorithm 1 describes the process pro-
posed to find the initial state message among a list of candi-
date messages. The business protocol has only one initial state,
it may start from any message because of noise or network over-
load, where not all exchanged messages are necessarily saved.
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The algorithm determines among the candidate messages the
one which occurs more in the log file.

Algorithm 1 Initial State Detection

1: For each sub-log, find the message that appears at the first
position

2: Construct a set / that contains messages found in Step 1

3: Compute the number of occurrences of each message from
I for each sub-log

4. The message having the highest occurrence value among
all messages in / is considered as the initial state

Detecting the final states. Algorithm 2 is used to find the final
states. In fact, according to its definition, a Business Protocol
can have one or many final states.

Algorithm 2 Final States Detection

1: For each sub-log, find all messages that appear in the last
position and put them in the set F’

2: Count for each message from F' the number of its occur-
rences in last position within all sub-logs

3: Compute a threshold on the basis of standard deviation of
the messages existing in F

4: Keep the messages having values greater than the threshold
found in Step 3

According to the graph of Fig. 3, used as example to illustrate
the process of the proposed approach, there is one final state.
This is reflected by the number of occurrences of a particular
couple of messages (g7,gs). This couple occurred in the last
position in sub-logs, and it has a high value among couples in
the occurrence matrix (Table 2). This is due to the fact that
all possible conversations must go through this path starting
from the initial state and reaching the final state. However, if
the business protocol has many final states, a threshold that
concerns the messages in the set F' is computed and used as a
metric to keep only the messages that can be considered as final
states.

Detecting critical arcs. The next step, after establishing both ini-
tial and final states, is to detect incorrectly added arcs. These
arcs are produced during the interaction of the web service with
its partners. We have two kinds of incorrect arcs to delete. The
first concerns the arcs considered as noise, characterised by their
low occurrence compared to other arcs. Algorithm 3 is based on

Algorithm 3 Critical Arc Detection

1: Calculate a threshold for the couple of messages based on
the standard deviation from the DWT matrix

2: Keep in a set C only the arcs with smaller value than the
threshold found in Step 1

3: Extract final states using Algorithm 2

4: Add into C each arc going from a final state to the initial
state
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this assumption and performs an analysis to detect these arcs.
The other kind concerns the arcs generated when a client makes
at least two conversations. These arcs link the final states to the
initial state.

This algorithm gives a set of couples of messages which are
considered as critical arcs. They are deleted from the temporary
graph to construct the final graph. These couples in our example
are: (gs,41), (q1,95) and (gs,qo). Deleting the arcs produced
by noise or added incorrectly allows keeping only the correct
couples of messages insides the sets. From the correlation matrix
of Fig. 4, the obtained sets are:

Gi :{(q07q2)7 (QZ,Q6), (q6’q7)a (q57ql)v
(a5,44), (q4,97), (q0,91) }:

Gy ={(q7,98), (q1,43), (93,95) }:

Graph construction process. In this section, the details about
building the final graph are given. This operation involves two
visions: a local vision and a global vision.

e Local vision: The process starts from a local vision inside
each set (the left side of Fig. 5). The elements (messages)
are extracted from the correlation matrix. The right side of
the figure illustrates the operation of connecting couples of
messages inside each set. In fact, the messages in the same
set are strongly correlated. At this point, a preliminary image
about the graph is obtained. This local vision permits to focus
only on the couples of messages in each set independently
from other sets. Thus, it is a stage within a gradual approach
to achieve the final goal.

DD\ | (@—a) >
W @)
@@ @)
T @@ @@

Fig. 5. Construction of sets and connecting couples inside sets

o Global vision: This aims to establish a connection between
sets. This is performed through connecting the messages
which are not located in the same set. The above part of
Fig. 6 shows the common messages belonging to different
sets. These messages are surrounded with discontinued lines
(97,91,95)- In the below part of the same figure, the link
between messages is completed.

At the end of this process, the final graph is obtained. This
operation allows building a graph that describes the behaviour
of the web service during its interaction with the clients. At
first glance, we can notice the similarity between the graph
in Fig. 3 and the graph obtained after applying our approach
(Fig. 6). In fact, the first graph does not really exist. The only
information available is the log files corresponding to the web
service runtime. The problem tackled in this paper is to propose
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Fig. 6. Connecting sets

a method to find all possible conversations (paths in the graph
which start from the initial state and reach the final states). In the
next section, the details about the validation of our proposal are
given.

5. Experimentation and validation

To validate our approach, the method used in [31,33] is adopted.
This method makes a comparison between two graphs: the input
graph and the graph discovered using a given approach. The
comparison focuses on the number of discovered arcs. In other
words, the degree of similarity between the two graphs. Fig. 7
illustrates this process.

Log Files Discovered BP

Genarting the log Dlscovenng the BP
files of the BP with the proposed
in question appraoch

BP ?= Discovered BP

Fig. 7. The validation process

5.1. A Genuine scenario. First of all, we have taken a web
service representing a real-life activity. This web service is
transformed into a graph. This transformation has been done
as follows. The messages are considered as states, and the arcs
show the order of exchanging messages. This web service has
been presented in [5] and taken from [34].

Fig. 8 represents the messages and their designation of the
considered online-trade web service. The reason behind this
transformation is to show the power of using a graph represen-
tation as mechanism for modelling the behaviour of the web ser-
vice (runtime of a web service in terms of messages exchanged
with its partners to fulfil a goal).

In addition, the graph-based representation is considered as a
useful tool for the end-users to understand very well the dynam-
ics of the web service. In fact, we start from this assumption to
create graphs with different complexity levels (the number of
states and edges) to validate our approach.

Bull. Pol. Ac.: Tech. 67(3) 2019

The graph-based representation of message
exchange for the trading scenario

The corresponding message
interpretation

a: Login

b: Loginok

c: Loginfail

d: Browseprod
e: Addlist

f. Deletlist

g: Detailsconfirm
i Order

j: Cancel

k: Available

I: Outofstock
m: Paymentok
n: Paymentfail

Fig. 8. Representing the online-trade web service in terms
of message succession [5]

5.2. Experimental analysis. In this section, more details about
validation are given. We apply the proposed approach on graphs
with different complexity levels. The first graph contains 13
messages (Fig. 9), the second contains 26 messages (Fig. 10),
and the third is more complex with 38 messages (Fig. 11).
A measure of quality, used in [7], is adopted. This measure
allows quantifying the degree of similarity between the input and
the output graphs according to the validation process illustrated
in Fig. 7.

_ Nbr_edges — (missing +incorrect ) )
- Nbr_edges '

The elements of this metric (Eq. (2)) are the number of arcs
correctly discovered, the number of arcs incorrectly discovered
and the number of missing arcs (arcs which are not discovered
by our method).

5.3. Parameters setting. In order to evaluate the impact of the
parameters used in our approach, many experiments have been
conducted. Some variables have been analysed:

o Noise threshold: Unquestionably, noise exists in real log
files. It could be due to different factors. A business process
could be abnormally terminated by the client. It may be due a
server overload or a connection failure. In addition, an event
could be totally lost or the records’ writing order may be
disturbed. The amount of noise depends, then, on the service
itself, the clients’ attitudes and the available infrastructure.
In order to well simulate the real functioning of the business
protocol, we have chosen to produce different amounts of
noise in the generated log files. This has been done through
omitting messages, saving messages in the wrong order,
starting conversations from arbitrary non initial states and
terminating conversations before attaining one of the final
states. This parameter affects directly the number of events
that will be created in the log file.
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o Wavelet details level: For testing purposes different details
degrees concerning the wavelets considered. Noisy informa-
tion is likely to be preserved with high wavelet detail value
and will be gradually eliminated when this value decreases.

e The number of events in the log files: The length of the
log file has an influence on the business process discovery.
On the one hand, a short log file will make it difficult to
capture all the possible scenarios. On the other hand, a long
1 og file will increase the execution time.

o The correlation threshold value: It is the threshold beyond
which pairs of messages are considered belonging to the
same sub-group. A near-to-one correlation threshold could
disperse actual sub-groups because some couples of mes-
sages would be considered as noise, while a small threshold
value could include into a sub-group noise arcs.

The experimentation process starts by the generation of the
log files based on the chosen graph. In our work, this number
depends on the number of clients that interact with the web
service and the quantity of noise. Different noise rates have been
considered when generating the log files. Table 5 summarises
the test parameters. The first column of the table describes the
number of clients to be considered. The second is the level of
noise, introduced randomly. For each experiment, we take into
account the number of events produced in the log file. There are
also the degree of wavelet details and the correlation threshold.
These parameters are applied for each graph.

Table 5
Overview of parameters used in the validation phase
Number Noise Number of Wavelet Correlation
of clients  threshold events in the log file details  threshold
8
[100..10000] 1% f(Noise,number of clients, 6 0.75
5% Input_graph) 4 0.85
10% 3 0.90
2

5.4. Discussion. Table 6 shows the results obtained for each
experiment applied on the Graph (a). We give here the number
of deleted arcs, the number of missing arcs (not discovered arcs),
the number of arcs added incorrectly, and the rate of success,
according to Eq. (2).

Fig. 9. The simple graph (a)

Finally, our procedure of discovering business protocols is
executed to find the correct arcs that exist in the input graph.
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Table 6
Graph (a) with 100 clients, 10% noise rate and 4902 events
Wavelet  Correlation  Deleted  Missing  Incorrect — Success
details Threshold edges edges edges rate
8 16 22 0 0.0%
6 11 7 0 68.18%
4 0.75 11 0 95.45%
3 11 0 0 100.0%
2 11 0 0 100.0%
8 16 22 0 0.0%
6 11 16 0 27.27%
4 0.85 11 14 0 36.27%
3 11 1 0 95.45%
2 11 0 0 100.0%
8 16 22 0 0.0%
6 11 16 0 27.27%
4 0.9 11 14 0 36.36%
3 11 0 90.90%
2 11 0 100.0%

This procedure is repeated with different values assigned to the
correlation threshold: 0.75, 0.85 and 0.90. We can see clearly
the influence of the wavelet details on the obtained results. For
the value 8, for example, when the number of events is small,
our method was not able to distinguish between the correct arcs
and those produced by noise. A clear improvement is obtained
when we reduce the level of details.

Table 7 shows the results obtained when the procedure is
applied for Graph (a) by changing the values of client number
(5000) and noise rate (1%). This leads to produce a high num-
ber of events in the log files. Consequently, this has a positive
influence on the quality of the solution. This result is confirmed
in Table 8, where we can see a little growth in the deleted edge
number due to the noise rate.

Table 7
Graph (a) with 5000 clients, 1% noise rate and 242900 events
Wavelets  Correlation  Deleted ~ Missing  Incorrect — Success
details Threshold edges edges edges rate
8 2 3 0 86.36%
6 2 0 0 100.0%
4 0.75 2 0 0 100.0%
3 2 0 0 100.0%
2 2 0 0 100.0%
8 2 15 0 31.81%
6 2 2 0 90.90%
4 0.85 2 0 0 100.0%
3 2 0 0 100.0%
2 2 0 0 100.0%
8 2 16 0 27.27%
6 2 5 0 77.27%
4 0.9 2 2 0 90.90%
3 2 0 0 100.0%
2 0 0 100.0%
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Table 8

Graph (a) with 5000 clients, 5% noise rate and 242437 events

Wavelet  Correlation  Deleted ~ Missing  Incorrect — Success

details Threshold edges edges edges rate
8 4 3 0 86.36%
6 4 0 0 100.0%
4 0.75 4 1 0 95.45%
3 4 0 0 100%
2 4 0 0 100%
8 4 16 0 27.27%
6 4 2 0 90.90%
4 0.85 4 1 0 95.45%
3 4 0 0 100%
2 4 0 0 100%
8 4 16 0 27.27%
6 4 2 0 90.90%
4 0.9 4 2 0 90.90%
3 4 0 0 100%
2 4 0 0 100%

Another series of tests has been applied with Graph (b) in
order to evaluate and to perform an analysis about the influence
of the parameters on the quality of the discovery process. Table 9

Fig. 10. The medium graph (b)

Table 9
Graph (b) with 10000 clients and 5% noise rate and 463096 events

Wavelet  Correlation  Deleted  Missing  Incorrect — Success

details Threshold edges edges edges rate
8 5 14 0 67.44%
6 5 0 95.34%
4 0.75 5 0 100%
3 5 0 100%
2 5 0 100%
8 5 25 0 41.86%
6 5 5 0 88.37%
4 0.85 5 3 0 93.02%
3 5 0 0 100%
2 5 0 0 100%
8 5 27 0 37.20%
6 5 9 0 79.06%
4 0.9 5 6 0 86.04%
3 5 0 0 100%
2 5 0 0 100%

Bull. Pol. Ac.: Tech. 67(3) 2019

gives an overview of the experimentations with 5000 clients and
a noise ratio equal to 5%. We note here the influence of the
correlation threshold and the detail level on filtering the arcs.
With high values for these two parameters, the algorithm was
not able to distinguish between correct arcs with low occurrence
and those produced by noise.

Table 10 describes another experimentation applied using
Graph (b) with 10000 clients and a 10% noise ratio. We note that
the number of missing arcs goes up with increasing correlation
rates. The column ‘missing edges’ shows this deduction. The
missing edges taking the values 9, 19 and 23 respectively with
the threshold correlation values 0.75, 0.85 and 0.90, with a
wavelet details equal to 8.

Table 10
Graph (b) with 10000 clients, 10% noise rate and 926604 events
Wavelet Correlation Deleted Missing Incorrect Success
details  Threshold edges edges edges rate
8 8 9 0 79.06%
6 8 1 0 97.67%
4 0.75 8 2 0 95.34%
3 8 0 0 100.0%
2 8 0 0 100.0%
8 8 19 0 55.81%
6 8 4 0 90.69%
4 0.85 8 4 0 90.69%
3 8 0 100.0%
2 8 0 0 100.0%
8 8 23 0 46.51%
6 8 5 0 88.37%
4 0.9 8 6 0 86.04%
3 8 0 0 100.0%
2 8 0 0 100.0%

Tables 11 and 12 describe the results obtained from Graph (c).
The remarks that we have made through the previous experi-
ments are confirmed in these tables. Also, another aspect re-

Fig. 11. The complex graph (c)
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Table 11
Graph (c) with 10000 clients, noise 5% noise rate and 891509 events

Wavelet  Correlation  Deleted ~ Missing  Incorrect  Success

details Threshold edges edges edges rate
8 6 16 0 74.19%
6 6 1 0 98.38%
4 0.75 6 0 96.77%
3 6 1 98.38%
2 6 1 98.38%
8 6 31 0 50.0%
6 6 0 95.16%
6 0.85 3 0 0 95.16%
3 6 0 1 98.38%
2 6 0 1 98.38%
8 6 37 0 40.32%
6 6 9 0 85.48%
4 0.9 6 4 0 93.54%
3 6 0 1 98.38%
2 6 0 1 98.38%

Table 12
Graph (c) with 10000 clients and 10% noise rate and 890468 events

Wavelet Correlation Deleted  Missing  Incorrect Success

details Threshold edges edges edges rate
8 7 15 0 75.80%
6 7 1 0 98.38%
4 0.75 7 0 1 98.38%
3 7 0 2 96.77%
2 7 0 2 96.77%
8 7 34 0 45.16%
6 7 0 95.16%
4 0.85 7 0 1 98.38%
3 7 0 2 96.77%
2 7 0 2 96.77%
8 7 39 0 37.09%
6 7 6 0 90.32%
4 0.9 7 5 0 91.93%
3 7 0 2 96.77%
2 7 0 2 96.77%

vealed by the two tables is the direct influence of the number of
events on the number of arcs added incorrectly. This is clearly
shown in the corresponding column in both tables. Through the
series of experiments carried out, it can be concluded that the
number of events produced in the log files is closely related to
two factors: the noise ratio and the number of clients. For this
reason, we have taken into account this relationship and dif-
ferent values have been tested. Besides, the level of details of
wavelets is playing a crucial role in keeping useful information
and permitting to overcome the noise problem. This parameter
has been tested with many values. We notice that in the case of
log files with low number of events and high level of details, the
process of discovering business protocols fails as in the case of
Graph (a) with 100 clients and detail level equal to 8.
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5.5. Comparative study. In order to evaluate the quality of
the proposed approach, a comparative study has been led and
the obtained results are discussed in the current section. In fact,
there are different approaches dealing with the same problem, as
cited in Section 3. Among those approaches, we have selected
that based on latent semantic analysis (LSA) [S] which is, as
mentioned before, a recently developed method for processing
log files without CID. It has been proved efficient enough and it
has in common with our: (1) the global architecture; (2) the use
of Pearson measure to determine correlation; and (3) gradual
construction of the graph.

We have done a set of experiments on log files generated from
the graphs given above according to the parameters in Table 5.
We have considered two additional noise rates: 20% and 50%.
The comparison does not focus only on the success rate, but also
on the number of the obtained sub-groups and the number of
deleted and missing arcs. To perform this comparison, we have
considered the best parameters of our approach, i.e. 2 for the
wavelet details level and 0.85 for the correlation threshold.

Tables 13, 14 and 15 show the experiments results that have
been obtained using the graphs (a), (b) and (c), respectively.
We can deduce that our method gives better results in term
of success rate whatever the noise rate is. It could be noticed
that our method remains efficient when the quantity of noise
increases. The superiority of the proposed approach is more
significant for high noise rates.

Table 13
Comparison between the proposed wavelet-based approach and LSA
[5] on Graph (a) with 1000 clients

Success rate Sub-groups | Deleted arcs | Incorrect arcs
Noise "oy [ LSA | Wav | LSA | Wav | LSA | Wav | LsA
1% | 95.45% | 95.45% | 2 4 2 2 0 1
5% | 95.45% | 81.81% | 2 6 5 2 0 4
10% | 95.45% | 77.27% | 4 4 6 2 0 5
20% | 90.90% | 68.18% | 4 6 9 3 0 7
50% | 90.90% | 59.09% | 2 8 10 2 0 9
Table 14

Comparison between the proposed wavelet-based approach and LSA
[5] on Graph (b) with 1000 clients

Success rate Sub-groups | Deleted arcs | Incorrect arcs
Noise |y LSA | Wav | LSA | Wav | LSA | Wav | LSA
1% | 95.34% | 100.00% | 4 9 3 0 0
5% | 97.67% | 95.34% 2 10 3 0 2
10% | 95.34% | 90.69% 4 11 3 0 4
20% | 93.02% | 81.39% 3 10 3 0 8
50% | 88.37% | 74.41% 4 12 13 3 0 11

The success rate is a good metric for evaluating a method by
comparing the output graph to the input graph, representing the
business protocol. Of course, this supposes the availability of the
input graph. In the contrary case, we have to consider a metric
independent from the input graph. The number of obtained sub-
groups is a good candidate for this aim since it gives an idea
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Table 15
Comparison between the proposed wavelet-based approach and LSA
[5] on Graph (c) with 1000 clients

Success rate Sub-groups | Deleted arcs | Incorrect arcs
Noise "way | LSA | Wav | LSA | Wav | LSA | Wav | LSA
1% | 98.38% | 98.38% 9 9 4 0 1
5% | 95.16% | 96.77% | 5 4 0 2
10% | 93.54% | 91.93% | 4 8 4 0 5
20% | 95.16% | 88.70% | 6 11 10 4 0 7
50% | 96.77% | 82.25% | 4 10 14 4 0 11

on the extent to which the protocol has been discovered, i.e.
to what extent the single messages have been linked together
according to the functionality of the web service. A sub-group
gives alocal vision of the process. Constructing the whole graph
representing the dynamic part of the web service relies on the
obtained sub-graphs. The smaller the number of sub-groups is,
the easier the construction operation of the whole graph will be.
Columns ‘sub-group Wav’ and ‘sub-group LSA’ in the tables
reflect the corresponding values for each method.

It could be noticed that the number of obtained sub-groups
when applying the wavelet-based approach is smaller than that
observed when applying the LSA-based approach. This means
that our approach is better in grouping linked messages due
to its robustness against noise. Another metric that we have
considered in comparison, when the input graph is available,
is the number of Incorrect arcs, i.e. the arcs added erroneously
to the graph. Here also, one can notice the superiority of our
approach that very rarely adds such incorrect arcs. In fact, the
LSA-based method, unlike the wavelet-based one, often fails
to distinguish between arcs produced because of noise and the
actual arcs having low frequency occurrence.

The column ‘deleted arcs’ denotes the number of arcs con-
sidered as critical arcs linking final states to the initial state, or
those caused by noise. We can conclude that our method be-
haves well and can eliminate those two kinds of arcs. It is clear
that when the noise rate increases, the number of arcs that our
method deletes increases because of its aptitude to keep useful
information and eliminate noise.

6. Conclusion

In this paper, a new method for discovering business protocols
from log files without any prior information is proposed. This
method is based on the use of the discrete wavelet transform.
It allows to manipulate a high number of events and efficiently
treat the problem of noise.

The approach starts by dividing the log file into sub logs,
in order to build the occurrence matrix which represents the
relation between the couples of messages and the clients. The
DWT is then applied to reduce the dimension of the occurrence
matrix, keeping only useful information. To get the correlation
between couples of messages, the Pearson measure is used as a
similarity measure. Couples of messages with high correlation
are gathered into the same sets. These sets are first used to define

Bull. Pol. Ac.: Tech. 67(3) 2019

the sub-graphs, and the messages that belong to different sets
allow connecting these sub-graphs. Finally, the whole graph that
represents the dynamic part of the web service is built from the
sub-graphs. Our method has been able to distinguish between
the correct arcs with low occurrence rate and those produced by
noise. This has a positive impact on the obtained results.

The proposed approach has been validated using synthetic
log files. Different configurations have been tested by taking
into account the presence of noise and incompleteness of data
in the log files. The conducted tests with almost one million-
record log files have made in evidence the ability of the proposed
approach to model the dynamic part of the web service with a
success rate near to 100%. The approach deals well with the
noise-related problems such as missing edges, incorrect arcs
and deleted edges. The comparative study conducted against the
recently developed LSA-based method has proved the superior-
ity of the new approach, especially when noise rate increases.

As future work, we plan to extend the algorithm to deal with
higher numbers of events in the log files. Also, we want to use
a big data framework to check the scalability of the proposed
approach.
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